Korean Society for Quahty in Health Care https://dx.doi.org/10.14371/QIH.2021.27.2.57

Original ArtiCleS pISSN: 1225-7613 - eISSN: 2288-078X

SRR R TEEA AR AaS B89 R RI]& &
R EN PR EVEE
ZTH|', 0] R2f, 0] 23, o]2|M4, o|x 525

'ACHStL Ol 2 HRe|stE Sy, *2Lithet O|ntthst Y Eoletu 4, *S Yot 7o st 24ttt O ttist o ofst i o, SZLHTH

- o -
8 ol2jcst Sgoistn A

Analyzing Health Information Technology and Electronic Medical
Record System-Related Patient Safety Incidents Using Data from
the Korea Patient Safety Reporting and Learning System

Dan Bi Cho', Yu-Ra Lee?, Won Lee3, Eu Sun Lee*, Jae-Ho Lee?5

'Researcher, Department of Medical Law and Bioethics, Graduate School, Yonsei University, Seoul , 2Research Associate Professor,
Department of Information Medicine, Asan Medical Center, University of Ulsan College of Medicine, Seoul, *Assistant Professor, Department
of Nursing, Chung-Ang University, Seoul, “Researcher, Department of Preventive Medicine, University of Ulsan College of Medicine, Seoul,
SProfessor, Department of Emergency Medicine, Asan Medical Center, University of Ulsan College of Medicine, Seoul, Republic of Korea

Purpose: At present, there are a variety of serious patient safety incidents related to problems in health information
technology (HIT), specifically involving electronic medical records (EMRs). This emphasizes the need for an enhanced
electronic medical record system (EMRS). As such, this study analyzed both the nature of and potential to prevent incidents
associated with HIT/EMRS based on data from the Korea Patient Safety Reporting and Learning System (KOPS).

Methods: This study analyzed patient safety incidents submitted to KOPS between August 2016 and December 2019. HIT
keywords were used to extract HIT/EMRS incidents. Each case was reviewed to confirm whether the contributing factors
were related to HIT/EMRS (HIT/EMRS-related incidents) and if the incident could have been prevented (HIT/EMRS-
preventable incidents). The selected reports were summarized for general clarity (e.g., incident type, and degree of harm).

Results: Of the 25,515 obtained reports, 2,664 incidents (10.4%) were HIT-related, while 2,525 (9.9%) were EMRS-
related. HIT/EMRS-related incidents were the third largest type of incident followed by ‘fall’ and ‘medication incidents.’
More than 80% of HIT/EMRS-related incidents were medication-related, accounting for approximately one-third of the
total number of medication incidents. Approximately 10% of HIT/EMRS-related incidents resulted in patient harm, with
more than 94% of these deemed as preventable; further, sentinel events were wholly preventable.

Conclusion: This study provides basic data for improving EMR use/safety standards based on real-world patient safety
incidents. Such improvements entail the establishment of long-term plans, research, and incident analysis, thus
ensuring a safe healthcare environment for patients and healthcare providers.
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’ I
i ;

Figure 1. HIT incidents relationship diagram.

* HIT: health information technology; EMRS: electronic medical record system.
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A AdEe] diet U EE 95.3%, E°l=E 60.9%C1At. I, FE Td FA O 271 o 2ok AR
HITZ o 7Fsd AF 9] B9, A W= 38.3% & & FAoU 'F - FA015 171 ol
OlkE 64.3%2% MALErF @i, HuAM ygo] deto] oz JAsHS wol, 98k 97.7%, S°]
2t o 7hsde B o e B EoHIT 41 & % 235 EtH(Table 1, 75 2). 33 A=9d
°]F HIT= 9% 7Fsdt AR Ao &-835H7] offgl  HIT FAo] A4 2o what A4 20w l-g HalA
o} FA0] B0l WE TRt 20 AMS AP E 25,5157 F 6,344719) HIAE FE5FAK(Figure 2).

Table 1. Validating keywords (translated to English).

Categories Keywords

System related EMR, medical record, OCS, chart, upgrade, update, Program, System, interface, pop up, electronic, medical
information, screen, image, PACS, pacs, copy, design, default, ERM, default, reminder, Alert?

Behavior related Cancel, enter, order, entry, fill out, lookup, record, confirm, test, reminder, warning, order, identification, D/C, select,

copy, search, activate, update, paste

Error related Omission, alteration, error, fault, duplicate, misunderstanding, confusion, error

EMR: electronic medical record; OCS: Order Communication System: PACS: Picture Archiving and Communication System; ERM: typo error of EMR; D/C:

Discontinue
U “Alert” was excluded since its utility was judged to be higher for expressing the conscious state.

KOPS patient safety incident reports

Data collection (n=25,515)
August 2016 to December 2019
v Reports excluded (n=19,171)
& Without HIT keywords
v
Screening with Patient safety incident reports with
keyword HIT keywords (n=6,344)
& Reports excluded (n=2,175)
' Non-HIT incident
v
HIT incidents
el (n=4,169)

! }

HIT-related EMR S-related
(n=2,664) (n=2,525)

Included*

* The events in each category may be overlapped

Figure 2. Flow diagram for screening HIT incidents.

*HIT: health information technology: EMRS: electronic medical record system

61 Quality Improvement in Health Care



AP LTI EA A8 ARE BT AR IS D AAY T 2A A8 B LA 24

ZCH|, 0|Q2H 0] ¥, 0|2, 0|25

2. HIT 9 EMRS A B 1A AA A3} (26.8%), AFEE YA 58174(21.8%), HAoA 49
7(1.8%), 9 1 174(0.0%)°] izﬂ‘zit}. ‘EMRS =

AEE 6344749 1A F 4,1694(16.3%)°] HIT AF & AFA’ 9] AL k2ol A 1,3187(52.2%), 35 oA

A0 I} o] F HIT #&A A2 2,6647, 6117(24.2%), OP SHE YA 55370(21.9%), HHel
‘EMRS @& AMA'S 2525702 AA SARPAAA B A 427A(1.7%), ¥4 17(0.0%)°] R = et ‘oF=
9] 10.4%2}+ 9.9%F A5t tH(Table 2). 9] A% F 3,259719 FARIHA 0] HEEd], o]
HAR7|H S0 WE B1 A4= HIT ¥ A F 40.4%7F ‘HIT T A 9 'EMRS & Ak o]t
9] 7% oFtolA 1,3187(49.5%), TP YA 7154

Table 2. Characteristics of HIT and EMRS-related incidents received by the KOPS, 2016 - 2019.

No. of all incident reports HIT-related incident reports EMRS-related incident reports
e n % n R I
Year
2016 556 2.2) 111 4.2) 18.6 108 4.3) 18.1
2017 3,851 15.1) 414 (15.5) 10.9 388 15.49 10.2
2018 9,217 (36.1) 727 (27.3) 7.9 675 (26.7) 7.3
2019 11,891 (46.6) 1,412 (53.0) 11.9 1,354 (53.6) 11.4
Location
Metropolitan 3,508 13.7) 889 (33.4) 25.3 875 (34.7) 24.9
Urban 8,967 (35.1) 860 (32.3) 9.6 813 (32.2) 9.1
Rural 13,024 (51.0) 914 (34.3) 7.0 836 (33.1) 6.4
No response 16 0.1) 1 0.0) 6.3 1 0.0) 6.3
Type of healthcare institution
Tertiary hospital 4,817 (18.9) 581 (21.8) 12.1 553 (21.9) 11.5
General hospital 11,364 (44.5) 715 (26.8) 6.3 611 (24.2) 5.4
Hospital 6,056 (23.7) 49 1.8 0.8 42 1.7) 0.7
Clinic? 5 (0.0) 1 (0.0) 20.0 1 (0.0) 20.0
Pharmacy 3,259 (12.8) 1,318 (49.5) 40.4 1,318 (52.2) 40.4
No response 14 ©0.1) 0 0.0) 0.0 0 0.0) 0.0
Areas of practice
Diagnosis room 805 (3.2 433 (16.3) 53.8 428 (17.0) 53.2
Patient room 11,952 (46.8) 446 16.7) 3.7 381 15.1) 3.2
Intensive Care Unit 723 2.8 42 1.6) 5.8 32 1.3) 4.4
Emergency room 674 (2.6) 64 (2.4) 9.5 46 (1.8) 6.8
Examination Room 1,817 7.1 187 (7.0) 10.3 163 6.5) 9.0
Injection room 232 0.9 48 1.8 20.7 46 1.8 19.8
Treatment room 151 0.6) 2 0.1) 13 1 0.0) 0.7
Operating Room 624 2.4 29 1.1 4.6 23 0.9 3.7
Recovery Room 58 0.2) 2 0.1 3.4 2 0.1 3.4
Other? 8,457 (33.1) 1,411 (63.0) 16.7 1,403 (55.6) 16.6
No response 22 0.1 0 0.0) 0.0 0 0.0) 0.0
Total 25,515 (100) 2,664 (10.9 2,525 9.9

HIT: health information technology; EMRS: electronic medical record system: KOPS: Korea Patient Safety Reporting and Learning System.
U Includes hospital, geriatric hospital, and psychiatric hospital, 2 Includes clinic and dental clinic
» Pharmacy (hospital, community), medical records department, nurse's room, etc.
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3. HIT @ EMRS A4 4 227K w8 MSE AIRL, ol WA Fopdd B
A29] oF 28% RAISHAHTable 3). A ‘EMRS B A}
A HIT ¥ AR 2,6647 5 2,19274(82.3%)°0] F2FAk 22,5257 % 2,1637(85.7%) = TR 02 YERTE

Table 3. Classification of HIT and EMRS-related incidents received by the KOPS, 2016 - 2019.

HIT-related EMRS-related
Variables No. of all incident incident reports incident reports
reports
n %) n %)
Incident type
Surgery 273 13 0.5 12 0.5)
Procedure 272 11 0.4 10 0.4
Anesthesia 22 2 0.1 2 0.1
Investigation 1,531 291 (10.9) 209 8.3)
Blood or Blood product 93 16 0.6) 12 0.5)
Medication 7,652 2,192 (82.3) 2,163 85.7)
Healthcare-associated infection 355 1 0.0) 1 0.0)
Information technology system failure 9 6 0.2) 6 0.2
Medical device or equipment 246 6 0.2) 5 0.2)
Nutrition 201 21 0.8 18 ©0.7)
Fall 11,611 16 0.6) 9 0.4
Medical supply 733 1 0.0) 1 0.0)
Suicide/Self-harm of patient 225 5 0.2 5 0.2)
Other? 2,270 83 (.1 72 2.9)
Classes of incident
Near miss 6,038 2,012 (75.5) 1,983 (78.5)
Adverse event 19,179 638 (3.9 528 (20.9)
Sentinel event 277 14 0.5) 14 0.6)
Degree of harm
No harm 11,955 2,388 (89.6) 2,284 (90.4)
Recovery after treatment 7,805 182 6.9 159 6.3)
Temporary harm 3,800 65 (2.4 57 2.3)
Long term harm 1,657 15 0.6) 11 0.4
Permanent harm 34 1 0.0 1 0.0
Death 241 13 0.5 13 0.5
Total 2,664 (100.0) 2,525 (100.0)

HIT: health information technology: EMRS: electronic medical record system; KOPS: Korea Patient Safety Reporting and Learning System.
UInclude patient agreement, documentation, patient transport, patient identification.
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Table 4. Preventability of HIT-related incidents, 2016 - 2019.

Variables

HIT-related

HIT incident
HIT-preventable

preventable rate (%)

(n) (n)
Incident type
Surgery 13 13 100.0
Procedure 11 11 100.0
Anesthesia 2 2 100.0
Examination 291 235 80.8
Blood or Blood product 16 16 100.0
Medication 2,192 2,113 96.4
Healthcare-associated infection 1 1 100.0
Information technology system failure 6 5 83.3
Medical device or equipment 6 6 100.0
Nutrition 21 20 95.2
Fall 16 16 100.0
Medical supply 1 1 100.0
Suicide/Self-harm of patient 5 5 100.0
Other” 83 59 71.1
Types of healthcare institutions
Tertiary hospital 581 561 96.6
General hospital 715 633 88.5
Hospital? 49 43 87.8
Clinic? 1 1 100.0
Pharmacy 1,318 1,265 96.0
Classes of incident
Near miss 2,012 1,921 95.5
Adverse event 638 568 89.0
Sentinel event 14 14 100.0
Degree of harm
Harm 276 259 93.8
Recovery after treatment 182 166 91.2
Temporary harm 65 64 98.5
Long term harm 15 15 100.0
Permanent harm 1 1 100.0
Death 13 13 100.0
No harm 2,388 2,244 94.0
Total 2,664 2,503 94.0

HIT: health information technology.

U Includes patient agreement, documentation, patient transport, patient identification

? Includes hospital, Geriatric hospital, and Psychiatric hospital

 Includes clinic and dental clinic
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Table 5. Preventability of EMRS-related incidents, 2016 - 2019

EMRS incident

Variables EMRS-related (n) EMRS-preventable (n) preventable rate (%)
Incident type
Surgery 12 12 100.0
Procedure 10 10 100.0
Anesthesia 2 2 100.0
Examination 209 191 91.4
Blood or Blood product 12 12 100.0
Medication 2,163 2,083 96.3
Healthcare-associated infection 1 1 100.0
Information technology system failure 6 5 83.3
Medical device or equipment 5 5 100.0
Nutrition 18 17 94.4
Fall 9 9 100.0
Medical supply 1 1 100.0
Suicide/Self-harm of patient 5 5 100.0
Other? 72 48 66.7
Types of healthcare institutions
Tertiary hospital 553 539 97.5
General hospital 611 559 91.5
Hospital? 42 37 88.1
Clinic? 1 1 100.0
Pharmacy 1,318 1,265 96.0
Classes of incident
Near miss 1,983 1,899 95.8
Adverse event 528 488 924
Sentinel event 14 14 100.0
Degree of harm
Harm 241 228 94.6
Recovery after treatment 159 147 92.5
Temporary harm 57 56 98.2
Long term harm 11 11 100.0
Permanent harm 1 1 100.0
Death 13 13 100.0
No harm 2,284 2,173 95.1
Total 2,525 2,401 95.1

EMRS: electronic medical record system.

UIncludes patient agreement, documentation, patient transport, patient identification
?Includes hospital, Geriatric hospital, and Psychiatric hospital

 Includes clinic and dental clinic
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import csv, re, string

key_emr = ['emr”, "EMR’, "9JF7]&", "ocs', "OCS", "AE", "FE", "7 7|2" " o]|E", "guo]E", "update”, "Update’, "up date", "ZE A" "A|AH",
"program’, "Program", "system’, "System", " E|H0] A", "&<}", "pop up", "Pop up’, "popup’, "Popup”, "#H", "HA, "QFHR" "pacs', "PACS", "ERM", "
ojulA]", "AHR", "SF", "AFH", " Ho]A", "HARI", "GE]u]", "2ullE", "HEE", "7]&2%L", "ADR", "dEo 4TS

key_act = ['FH&", "g", ", 71", V1A, 'RE], V1E R, "B, AV, "o, EA, g, A, A d/c", "D/C, "EAY, "B,
AN e RO oy g

key_error = ['+2', "§17", "oF", "L, "FE", "&", "error’, "Error’, "&2Y', "EF", ", "B}, "F71", "HL", "A9']

cat_emr_count=0

cat_act_count=0

cat_error_count=0
f=open('Med_harm_event.csv','r'

ff=open( MHE_count2.csv','w', newline="")

rdr=csv.reader(f)
wr=csv.writer(ff)

for x in rdr:
case_ID=x[0]
text_report=x[1]
for y1 in key_emr:
if yl in text_report:
cat_emr_count+=1
for y2 in key_act:
if y2 in text_report:
cat_act_count+=1
for y3 in key_error:
if y3 in text_report:
cat_error_count=1
wr.writerow([case_ID, cat_emr_count, cat_act_count, cat_error_count])
cat_emr_count=0
cat_act_count=0
cat_error_count=0

f.close()
ff.close()

f=open( MHE_count2.csv','r'
ff=open( MHE_count_result2.csv','w', newline="")

print_list=[]
YN_keyword=0

rdr=csv.reader(f)
wr=csv.writer(ff)

for x in rdr:
case_ID=x[0]
YN_EMR=int(x[1])
YN_act=int(x[2])
YN_error=int(x[3])
emr_act=YN_EMR+YN_act
act_error=(YN_error*10)+YN_act
if YN_EMR ) 0:
if YN_act )= 2:
YN_keyword=1
else:
YN_keyword=0
elif act_error ) 11:
YN_keyword=1
else:
YN_keyword=0
print_list=[case_ID, YN_keyword]
wr.writerow(print_list)

f.close()
ff.close()
Furg
1. Q&2 7| B E7I1Z, FRCHHALT A4 B 114, 2018, available at: https://www.kops.or.kr/portal/board/reference/boardDetail.do#
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